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[JaHHbIA JOKYMEHT NnpeaHa3HayYeH ans:

KNMEHTOB, OUNEPOB, MAPTHEPOB MO TEXHUYECKOMY 0bCnyxuBaHuto, |IB-napTHEPOB, LOYEPHUX OTAENEHUI
n dununanos GE Jenbacher

MHdopmaumsa o npaBe cobcTtBeHHOCTH KomnaHum INNIO: KOHOUOEHLUMANBHO

WHdopmauus, cogepallasics B JaHHOM LOKYMEHTe — KoHbmaeHUmManbHas MHdopmaumsi KoMnaHum
INNIO Jenbacher GmbH & Co OG n ee goyepHux NnpeanpusiTuin n He NOANEXNUT pasrnaweHuto. OHa
sBnseTca cobcTBeHHOCTb0 komnaHum INNIO 1 He MoXeT ucnonb3oBaThCs, KONMPOBATLCS U
nepenaBaTbCs TpeTbel CTOpoHe 6e3 ee NMCbMEHHOTO pa3peLleHuns. ITOo KacaeTcs (HO He
UCKMIOYMTENBHO) Takke MCMonb30oBaHMs MHpOpMaLMKN ANS CO3[4aHus, U3rOTOBMNEHUS, pa3paboTku,
PEMOHTa, MOAMMMKALMN 3anacHbIX YacTeln, USMEHEHWIA KOHCTPYKLMM U KOHUIypaLmmn nnm 3anpocos 06
3TOM B roCyAapCTBEHHbIX YYpexaeHusix. Ecnun nonHoe nnm yactmyHoe KonupoBaHue Obino paspeLueHo,
TO Ha BCEX CTpaHMLax AaHHOro AOKyMeEHTa AOSMKHbI ObITb MOSIHOCTHIO UMM YAacTUYHO NPUBEAEHbI CCbINKM
Ha UCTOYHMUK.

NEYATHbLIE UK SNIEKTPOHHbIE BEPCUMX HE KOHTPOJIMPYIOTCA

1 BBegeHue

Cuctembl obcnyxunanuns DIA.NE® INNIO Jenbacher GmbH & Co OGnpefoctaBnsitoT BO3MOXHOCTb
ceTeBOW CBA3W. Takas cBA3b N03BONseT 06CNyXMBaTh YCTAaHOBKY, OTKpbIBasi 4OCTYN K NporpaMmam
Bu3yanu3aumun DIA.NE® WIN c nomoLpbto obblHOro o6o3peBatens (web browser).

Ota cuctema cetesow cBasn INNIO Jenbacher GmbH & Co OG paccuntana MCKIMKOYUTENBHO Ha
OopraHM3auuio CBA3M B pamMKax fokanbHon komnotoTepHon cetn 3akasynka (LAN).

Bnarogaps coBpeMeHHbIM TEXHOMOMMAM U yBENMYEHUIO YMCHa NOnb3oBaTenen Takas ceTeBas CBA3b B
npvHUUNe oTKpbIBaeT 4OCTyn Takke 1 Yyepe3d MHTepHeT. Kak npaBuno, 3akasynk opraHusyeT Takon
OOCTyN C NOMOLLbIO MapLupyTudaTopa (unu pytepa, Router) n nepeagpecauun noptos (Port —
Forwarding).

Hactoswas TexHnyeckas VIHCTPYKUMS NOCBSALLEHA ONACHOCTSAM, CBA3AHHBIX C YNOMSHYTbIM peLleHneM, 1
3HaKOMUT C Apyrou, Hanbornee 6e3onacHoOn BO3MOXHOCTbLIO ¢BA3n ¢ ycTaHoBkamu INNIO Jenbacher
GmbH & Co OG 4yepes NHTepHerT.

2 Pucku n onacHocTtm

JocTyn K nokanbHom ceTun Yepe3 VIHTepHeT C NOMOLLbIO poyTepa 1 nepeagpecauuy nopTos
Hebe3onaceH!

A MEHHO:
* Mepenada HeEKOOMPOBAHHbIX AaHHbIX Yepe3 UHTEPHET onacHa, T.K
— naponu, nepefaBaeMble OTKPbITbIM TEKCTOM, AOCTYMNHbI Xakepamu!

— oTkpbiBaeT XAKEPAM BO3MOXHOCTb «aTaku U3HYTpU» (M3MEeHeHne nepefaBaemMblX AaHHbIX B
OHNaVH-peXMMe, Hanpumep, ONOPHbIX BENNYMH, YNCITOBbLIX 3HAYEHMIN NapameTpoB U T. M.).

CospaHo: TEE/Brunner Nikolaus OtBeTcTBEHHbIN: Entwicklung [ata ytBepxaeHus: 30.04.2019
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e [laxxe Npu NpaBurbHOW HAcCTPoOKKe poyTepa (orpaHnyeHne Ha onpeaeneHHble NopThbl): BO3MOXEH
nNpsiMON JOCTyN K BeB-cepBepy, yCTaHOBNEHHOMY Ha nokansHom cepsepe DIA.NE WIN

— HerT 3awmntbl NpoT1B NapasnTHbIX NporpamMm (BUpycoB, YepBer, DoS-aTtak, aKkCnnonTos,
Hanpumep, Code Red), HanpaBneHHbIX NPOTUB CETEBLIX CepBEPOB!

— Cnabas 3awmTa OT aTak XxakepoB, HarnpaBlieHHbIX Ha B35IOM naposien (onpegeneHne naponen)!

* HeepHas kKoHUrypauusi poytepa, HeJocTaTouHasi UM HeCBOEBPEMEHHas! 3arpy3ka OGHOBIEHHbIX
BEPCUIA 3aLMTHBIX NporpamMm: oTkpbiBatoT goctyn k OC cepsepa.

— HeT 3aWwmnTbl NPOT1B NapasnTHbIX MPorpaMm (BMPYCOB, YepBen, TPOSHOB, Hanpumep: Blaster,
Sasser, Spybot, Beagle v T.n.), HanpaBneHHbIX NPOTUB onepaumnoHHon cuctembl Windows;

— naponu nobbix YypoBHER MOryT ObITb B3flOMaHbl Xxakepamu!

¢ Y noptana guctaHumonHoro goctyna INNIO Jenbacher GmbH & Co OG Remote Access Portal
HET HU KOHTPOIS, HA BO3MOXHOCTW MPOTOKONMPOBaHUSA BXO4aA B cMCTEMY (MOEHTUMKaLMS Ha ABYX
YPOBHSIX).

OnuncaHHble Bbille BO3MOXHOCTM HEeCaHKUMOHMPOBAHHOIO AOCTYMNa ABMAKTCA Henocpe,qCTBeHHoﬁ
yrposoﬁ KaK Ana yCtaHOBKM, TaK U ANA nepcoHana 3akasumka, a MMeHHO:

e JlocTyn NOCTOPOHHETO C MOMOLLIbIO OTCMEXEHHOIo Naposid Ha TOM UM UHOM YPOBHE UIK
HenocpeacTBEHHO K AaHHbIM ntoboro yposHs (Man-In-The-Middle Attacke), rpo3simin yTeuKkon:
N3MEHEHNEM UMM YHUYTOXEHMEM BCEX OMOPHbIX 3HAYEHWI, MapaMeTpOB ABUraTensi, apXmBHbIX
¢annos.

e 3axBaT MOCTOPOHHUM KOHTPOJIS HaZ CePBEPOM:

— obxop 3aWwuThl 06CNYKNBaHWS Y HEOrPaHUYEHHbIN AOCTYN KO BCEM OMOPHLIM 3HAYEHMSIM,
napameTpam ABuraTens, apxMeBHbIM dhainnam

— MUCNONb30BaHWe cepBepa B MPOTUBO3aKOHHbIX Lensax (Spam — Mailer, DoS — Attacken, n 1.1.).

e [NoBpexaeHune cepepa DIA.NE® WIN:
MonHbIV OTKa3 cepBepa M3-3a YHUYTOXKEHUS! AaHHbIX Ha XXECTKOM UCKE MO NPOU3BOSY Xakepa unm
BCIeACTBME BMPYCHON aTaku.

Mopo6Hble AeCTBUA MOTyT NPUBECTU K pa3pyLUEHUI0 YCTAHOBKU
M OKa3aTbCA ONacHbIMU AJIs1 XKU3HK!

3 3awmTta c nomowbio Firewall Jenbacher

B INNIO Jenbacher GmbH & Co OG paspaboTaHo peLueHne, cnocobHoe 3amTUTb OT NPUBEAEHHbIX
BblLLIE OMACHOCTEMN.

PelweHune 3akntoyaeTcsa B 6paHamayape (Firewall), KoTopbin ycTaHaBNMBaeTCsl HA MECTE U
noaaepXMBaeT BbICOKO3aLLULLIEHHYO KOAMPOBAHHY CBA3b C LieHTpanbHbiM 6pangmayapom INNIO
Jenbacher GmbH & Co OG (no 4actHou BupTyanbHoun cetu, Virtual Private Network — VPN). Cama cBsi3b
N ucnosnb3yemble CpeacTBa 3almTbl HaxoaaTca noa HenocpencTBeHHbIM koHTporieM INNIO Jenbacher
GmbH & Co OG, 4to no3sonsieT GbICTPO pearMpoBaTh Kak Ha CMCTEMHbIE Npobnembl 6e3onacHoOCTH
(Security — Updates), Tak 1 Ha eNCTBUSA XaKepoB.

BpaHamayap n VPN-cBA3b npecekaoT HenocpeacTBeHHbIN JOCTYM K YCTaHOBKE U3 VIHTepHeTa n
paspeLuaroT TONbKo KOHTponupoaHHbIn goctyn Yyepes INNIO Jenbacher GmbH & Co OG Remote
Access Portal.

CospaHo: TEE/Brunner Nikolaus OtBeTcTBEHHbIN: Entwicklung [ata ytBepxaeHus: 30.04.2019

@ WHaekc: 2 Jlnet Ne: 2/3

WHdbopmauus o npase cobectBeHHocTH komnanum INNIO: KOHOVAEHLIMAIIBHO! Mcnonb3oBanue unv nepeaada AaHHbIX, COAEPXKaLUMXCst Ha JaHHOM NUCTE, OCYLLIECTBSETCS C y4eTOM
orpaHU4eHuit, onpeaeneHHbIX ykasaHneM Ha TUTYTNbHOM JIMCTE UK NepBoil CTpaHuLe.



TA 2300-0006
JENBACHER YkKa3aHusi no mepam 6e3onacHoOCTU npwm
MHTEpPHET-CBA3M ¢ ycTaHOBKamu Jenbacher

4 Yka3aHusi no 6e3onacHoOCTU

CTPOXAWLLE 3AMNPELLEHO!
OnacHo Be3sonacHo
INTERNET
N, NTERNET v g /

Workstation

Basic Router -or-

TOMER
CUSTOME! ) Router with Firewall fuction

NETWORK

Workstation

’
CUSTOMER

NETWORK

Basic Router -or-
Router with Firewall fuction

Jenbacher
VPN - Firewall
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BIANE WIN - Server o« \‘00 o\?‘
-or- Modemserver N4 ‘b O DIA.NE WIN - Server
-or- Modemserver

Router + Port Forwarding: INNIO Jenbacher GmbH & Co OG Bpanamayap:
Mpsimon goctyn k DIA.NE® WIN ¢ OocTyn k DIA.NE® WIN Tonbko yepes INNIO
He3alLMdpoBaHHbIM NTOTMHOM Yepe3 naporsb Jenbacher GmbH & Co OG Remote Access Portal
DIA.NE®. (1. kogmMpoBaHHas naeHTUgUKaLmsa Ha nopTane, 2.

KOAMPOBaHHbIN BxoA ¢ naponem DIA.NE®)

INNIO Jenbacher GmbH & Co OG He HeceT OTBETCTBEHHOCTM 3a HEAOCTATKM UIM NOBPEXAEHNS,
nosiBUBLUMECH BCrieacTBne ucnonb3oBaHumst Router ¢ Port Forwarding nnu HenocpeacTBEHHOM CBA3U C
DIA.NE® WIN Server. lapaHTuitHbie obsasatenscrtea INNIO Jenbacher GmbH & Co OG He
pacnpocTpaHATCA Ha NOgOOHbIE HEAOCTATKN U NMOBPEXAEHUS.

5 Revisionsvermerk

Mopsagok nameHeHUmn

MUupek |Jata OnucaHue/ntorn N3aMeHeHUmn dKkcnepTta
c lNposepun
2 30.04.2019 |GE ersetzt durch INNIO / GE replaced by INNIO Stojiljkovic T.
Pichler R.
1 26.05.2010 |Umstellung auf CMS / Change to Content Management Schartner
System Pichler
ersetzt / replaced Index: -
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